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Supplier and Third-Party

Risk Software

This software monitors supplier financial health, screens for sanctions and forced labor
exposure, and maps supply networks below tier one. Its value rests almost entirely on the
quality of the data underneath it, which is the part buyers examine last. The interface is

not the product; the data sources are.

WHAT THIS REFERENCE ANSWERS
® \What this software does that a procurement suite or supplier relationship management tool does not.
® Whether this is a distinct category or a feature set you may already own.
e Which regulations are driving the spending, and where each one currently stands.
e Why almost nobody has reliable visibility below tier one, and how sub-tier maps are actually built.

® How to evaluate the underlying data sources rather than the dashboard.

SERIES Cornerstone Reference, Supply Chain Research

CATEGORY Supplier risk, compliance, and supply network mapping

AUDIENCE Procurement, supply chain, compliance, and technology leaders evaluating the category

POSITION Vendor-neutral. No product is named or recommended. Interested sources are flagged in
text.

Supply Chain Research is an independent, vendor-neutral research platform for supply chain and technology leaders. We accept no payment
from the vendors or categories covered.
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The short answer

What the category is, and the one thing that determines whether a product is any good.

What does this software do that my procurement suite does not?

Risk monitoring against relationship and transaction management.

Is this a real category or a feature set | already own?
Where dedicated platforms earn their place, and where they duplicate what you have.

Which regulations are driving this, and where do they stand?
CSDDD, the German act, UFLPA, and conflict minerals, with current status.

Why can nobody see past tier one, and how does sub-tier mapping work?
The three ways deeper tiers are populated, and what each is worth.

How do | evaluate the data sources rather than the interface?

The questions that separate a data asset from a presentation layer.

Frequently asked questions
Ten questions buyers ask when scoping this category.

Method, sources, and where to go deeper

How this page was built, the claims it refuses to repeat, and every source.

EXHIBITS

Figure 1. Visibility fading by tier, and the three methods used to populate the faded tiers.

Table 1. Four adjacent categories compared by primary job and buyer.

Table 2. Regulatory drivers and their status as of August 2026.
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01 The short answer

Supplier and third-party risk software monitors the suppliers a company depends on: their financial
health, their exposure to sanctions and denied-party lists, their compliance and adverse media profile,
their environmental and labor practices, their position in a wider network below tier one, and the
disruptions affecting them. It is oriented toward risk rather than toward relationship or transaction
management, which is what distinguishes it from supplier relationship management and from a source-
to-pay suite. Its value depends almost entirely on the coverage, freshness, and provenance of the data
underneath it. That is the part buyers examine last and should examine first, because every product in
the category presents a competent interface and few can explain where their sub-tier data actually
comes from.

2029 1 0

the year in-scope companies must comply the tier most organizations can describe clean public benchmarks for how far
with the EU due diligence directive with confidence visibility extends below tier one

Key takeaways

Evaluate the data, not the dashboard. Coverage, freshness, provenance, and method decide
whether the output is useful. Interfaces are broadly comparable across the category.

It is partly a category and partly a feature set. Dedicated platforms exist, and the same
capabilities ship inside procurement suites and governance tools. Check what you already own
before buying.

Separate supply chain risk from cyber third-party risk. They share vocabulary and almost
nothing else, including the buyer. Products optimized for one are rarely strong at the other.

Sub-tier maps are inferred, not observed. Every method for populating tier two and below
relies on self-disclosure, inference, or purchased data, each with a different failure mode.

Treat the widely quoted statistics with suspicion. The best known figures on sub-tier visibility
and disruption origin cannot be traced to a transparent source, and SCR does not repeat them.
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02 What does this software do that my procurement suite does not?

The distinction is one of purpose. A source-to-pay suite exists to run the commercial process: sourcing
events, contracts, purchase orders, invoices, and payment. Supplier relationship management exists to
manage performance and the relationship with suppliers already engaged: scorecards, reviews, corrective
actions, development plans. Supplier risk software exists to answer a different question, which is whether a
supplier is likely to fail, to breach a regulation, or to expose the buyer to something it must be able to answer
for.

In practice this means the capability set looks different. Financial health monitoring watches for distress
signals in a supplier's accounts and credit profile. Sanctions and denied-party screening checks entities and
their owners against government lists, continuously rather than at onboarding. Compliance and adverse
media screening looks for enforcement actions, litigation, and reporting that suggests exposure.
Environmental and labor due diligence assesses practices against a standard or a regulation. Network
mapping attempts to establish who supplies your suppliers. Event monitoring watches for disruptions, from a
factory fire to a port closure, and connects them to the suppliers affected.

A separate distinction, and the one most often missed, is between supply chain supplier risk and information
technology third-party risk. The latter assesses vendors that touch a company's systems and data, focusing on
security posture, access, certifications, and breach exposure. It shares the vocabulary of third-party risk and
almost none of the substance, and its buyer is usually security or technology governance rather than
procurement or supply chain. Products built for one are rarely strong at the other. Buyers should decide
which problem they are solving before shortlisting, because a shortlist that mixes both produces a
comparison in which nothing is comparable.

Supplier risk platform Source-to-pay suite IT third-party risk

Primary job Detect failure, breach, and Run sourcing, contracting, Assess security posture of
exposure before it lands ordering, and payment vendors touching systems and

data

Typical buyer Procurement, supply chain, or  Procurement and finance Security or technology
compliance governance

Core input External data: financial, Internal transactions and Questionnaires, certifications,
sanctions, media, network, contracts and external security signals
event

Sub-tier coverage Claimed, and always inferred Generally none beyond Increasingly claimed for
rather than observed contracted suppliers software dependencies

What it does not do Transact, or manage the Monitor risk continuously Address physical supply,
commercial relationship after onboarding capacity, or labor exposure

Table 1. The adjacent categories compared. Supplier relationship management is omitted as a separate column because it is most often a
module of a source-to-pay suite, though it is sold separately by some vendors.

03 Is this a real category or a feature set | already own?

Honestly, it is both, and a buyer benefits from saying so out loud early. Dedicated platforms exist and some
are substantial businesses built on proprietary data assets. At the same time, screening, monitoring, and
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guestionnaire management increasingly ship inside procurement suites and governance and compliance
tools, which means a company may already hold part of the capability without having deployed it.

A dedicated platform earns its place in three situations. The first is where the underlying data is the point,
meaning the buyer needs continuously refreshed external data that a procurement suite does not carry. The
second is where regulatory exposure requires a defensible, auditable due diligence record rather than a set
of spreadsheets. The third is where the supply base is large or volatile enough that manual monitoring cannot
keep pace. Outside those conditions, a mid-market buyer is often better served by activating what the
existing suite already provides and adding a data feed, rather than introducing another system and another
data silo.

The fair case for the standalone platform deserves a hearing. Modules inside a suite are usually built to the
depth the suite's buyer expects, which tends to be onboarding checks rather than continuous monitoring,
and the data behind them is often thinner. A specialist that has spent a decade building entity resolution
across ownership structures does something a bundled screening feature does not. The counterpoint stands
as well: another platform means another integration, another set of alerts nobody triages, and a second
place where supplier records diverge.
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04 Which regulations are driving this, and where do they stand?

Regulation is the strongest driver of spending in this category and the most volatile input into any business
case. Several of the relevant regimes have been narrowed or delayed recently enough that plans built on
earlier assumptions are likely to overstate urgency.

The EU Corporate Sustainability Due Diligence Directive is the largest of them. It requires in-scope companies
to conduct due diligence on human rights and environmental impacts connected to their operations and
business relationships. Its scope and timing were substantially revised through an amending directive that
raised the size thresholds considerably, focused the due diligence obligation toward direct business partners,
and removed the standalone climate transition plan requirement. The practical position is that member
states must transpose it by 26 July 2028 and in-scope companies comply from 26 July 2029, which means no
company is obliged to comply today. Estimates of how many companies remain in scope vary widely and no
definitive official count has been published, so treat any specific number as a competing estimate rather than
as fact.

The German Supply Chain Due Diligence Act has been in force since 2023 and applies to larger employers. It
was amended in 2025 to remove the annual reporting obligation and narrow sanctions, and the supervisory
authority stopped reviewing reports and closed the reporting portal. The underlying due diligence obligations
remain, and Germany intends the national act to give way to the European directive once that is transposed.
The net effect for buyers is that the German regime is now less about producing a report and more about
maintaining a defensible process.

The United States Uyghur Forced Labor Prevention Act operates differently and is in force now. It creates a
rebuttable presumption that goods made wholly or in part in the Xinjiang region, or by listed entities, are
made with forced labor and are barred from entry. Rebutting that presumption requires documentary tracing
of where inputs came from, which is why this statute drives demand for both supplier screening and sub-tier
mapping at the same time. Separately, the conflict minerals rule adopted under the Dodd-Frank Act requires
affected issuers to inquire into the origin of tin, tantalum, tungsten, and gold and to report on their due
diligence, which established the pattern of chain-of-custody inquiry that later regimes extended.

Regime What it requires Status Practical implication
EU CSDDD Human rights and Transpose by Jul 2028; Scope narrowed by
environmental due diligence comply from Jul 2029 amendment; no obligation
across business relationships applies today
German LkSG Due diligence obligations for In force since 2023, Reporting obligation
larger employers amended 2025 removed; process obligations
remain
UFLPA (US) Rebuttal of a forced labor In force since June 2022 Drives screening and sub-tier
presumption on imports tracing at the same time
Conflict minerals (US) Origin inquiry and reporting for ~ Rule adopted 2012, Established the chain-of-
tin, tantalum, tungsten, and reporting since 2014 custody inquiry pattern
gold

Table 2. The four regimes most often cited in business cases for this category, with status as of August 2026. The European positions in
particular have moved recently and should be reverified before being used to justify urgency.
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05 Why can nobody see past tier one, and how does sub-tier
mapping work?

A company has a contractual relationship with its tier one suppliers, which is why it can describe them. It has
no relationship with its tier two suppliers, and generally no right to compel disclosure from them. Its tier one
suppliers frequently regard their own supply base as commercially sensitive, since disclosing it invites
disintermediation. The barrier is therefore structural rather than technological, and no software resolves it by
itself.

Three methods populate the deeper tiers, and each fails differently. Self-disclosure asks suppliers to name
their suppliers, usually through a questionnaire or a contractual clause. It produces the most accurate data
when it works, and it is incomplete, unaudited, and slow to refresh, since a supplier has little incentive to
keep it current. Inference derives relationships from observable data such as customs and shipping records,
corporate filings, and public sources. It scales well and is probabilistic: it produces plausible links that may be
wrong for a specific product, and its coverage is uneven across countries and modes of transport where
records are not public. Purchased third-party data packages one or both of the above with entity resolution,
and its quality varies with the provider's coverage of the geographies and sectors that matter to you.

TIER 1 TIER 2 TIER 3 AND BEYOND
SRtrRetad Krowry partly known masthy (nfsred
You l
Self-disclosure Inference Purchased data
suppliers name thelr own suppliers: derived from shipping records and third-party datasets of
incomplete and unaudited public data; probabilistic | wvariable coverage and freshness

How the faded tleis actually get populated, None of the three (s direct observation

Figure 1. Confidence in supply network data falls sharply below tier one, and the deeper tiers are populated by disclosure, inference, or
purchased data rather than by direct observation. Treating an inferred map as an observed one is the most common error in this area.

This is also where the category's most quoted statistics fall apart, and it is worth being direct about it. A
widely repeated figure claiming that around half of disruptions originate at tier two or below is commonly
attributed to a major consultancy; the attribution does not hold up, and the number appears to trace to an
insurer's risk survey rather than to the cited source. A second figure claiming that only a tiny percentage of
companies have visibility beyond tier two circulates chiefly through an uncited vendor press release. SCR
does not repeat either. The honest position is that no clean, methodologically transparent public benchmark
exists for how far visibility extends, and a buyer should be wary of any business case whose urgency rests on
one of these numbers.

There is credible work on disruption frequency worth using instead, with its limits stated. A major
consultancy study of global value chains estimated, from an expert survey across four industries, that
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disruptions lasting a month or longer occur every few years on average. That is a defensible figure because
the method is disclosed, and it should still be read as an expert estimate rather than a measured frequency,
published by a firm that sells resilience advisory work.

The fair case against deep mapping deserves stating. Critics argue that sub-tier maps create a false sense of
precision, that inferred relationships cannot be audited by the buyer, and that money spent on ever-deeper
visibility might do more good spent on resilience: dual sourcing, buffer stock at the right points, and
contractual protections. That argument is strongest where the mapping is inferred and the response
capability is weak, since knowing about a risk you cannot act on has limited value. The counterargument is
that regimes such as UFLPA require the tracing regardless of whether it changes sourcing, which converts
mapping from an optional resilience investment into a compliance obligation.

06 How do | evaluate the data sources rather than the interface?

Every product in this category demonstrates well, because the demonstration shows an interface and the
interface is not where the products differ. The differences sit in the data, and four questions surface them
quickly.

Ask about coverage in your terms rather than in aggregate. A vendor claiming coverage of millions of entities
is describing volume, not relevance. The useful test is to supply a sample of your own suppliers, including the
awkward ones in the countries and sectors where you suspect coverage is thin, and ask what the platform
returns. A sample of thirty real suppliers discriminates between products more effectively than any feature
list.

Ask about freshness and provenance together. How often is each data source refreshed, what is the lag
between a real-world event and its appearance in the platform, and which sources are proprietary as against
licensed from a third party. Where data is licensed, the buyer should understand that several vendors may be
reselling the same underlying source, which makes an apparent difference in results a difference in
presentation. Ask what happens to your access if that license ends.

Ask how entities are resolved and how sub-tier links are derived. Entity resolution, meaning the ability to
recognize that two records refer to the same company across name variants, ownership changes, and
jurisdictions, is where genuine engineering effort shows. For sub-tier links, ask which of the three methods
produced a given relationship and whether the platform will tell you. A product that presents inferred links
and disclosed links identically is hiding the information you most need in order to judge how much weight to
place on them.

Finally, ask about false positives, because the operational cost of this software is triage. A screening tool that
flags aggressively produces alerts nobody works through, and an unworked alert queue is worse than no
gueue, since it creates a record of notice without response. Ask what tuning is available, who does it, and
what the vendor's other customers of comparable size and profile actually see in volume terms.
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07 Frequently asked questions

What is the difference between third-party risk and supplier risk management?

The industry uses the terms loosely and the difference is partly semantic. The distinction worth holding is between
supply chain supplier risk, which concerns physical supply, financial health, and labor and compliance exposure,
and information technology third-party risk, which concerns vendors touching systems and data. Those two have
different buyers and different products.

Does this replace my procurement system?

No. It monitors risk; it does not run sourcing, contracts, orders, or payment. It sits alongside a source-to-pay suite
and depends on it for the supplier master. Where a suite already includes screening, the question is whether the
specialist data is better rather than whether the function exists.

Can these tools really map my tier two and tier three suppliers?

They can produce a map, and you should ask how it was produced. Every method for populating deeper tiers relies
on self-disclosure, inference from public records, or purchased datasets. None is direct observation, and
confidence should be set accordingly, particularly in geographies where shipping and corporate records are not
public.

Where does the sub-tier data come from, and how reliable is it?

Chiefly from customs and shipping records, corporate filings, supplier questionnaires, and licensed third-party
datasets. Reliability varies sharply by country, sector, and transport mode. Ask the vendor to identify the method
behind specific relationships in your own map rather than accepting a general description.

Do | need this to comply with the EU due diligence directive?

Not today. Member states must transpose the directive by July 2028 and in-scope companies comply from July
2029, and the amended scope is considerably narrower than the original. Software can help build a defensible
process, but urgency claims tied to earlier dates or the original thresholds should be checked.

What is the difference between sanctions screening and denied-party screening?

The terms overlap in ordinary use. Sanctions screening tests entities against government sanctions programs,
while denied-party screening covers a wider set of restricted-party lists, including export control and debarment
lists. What matters practically is which lists a product covers, how often they refresh, and whether ownership
structures are screened as well as named entities.

Does UFLPA require me to map my supply chain?

It does not say so in those words, but in effect it requires the capability. The presumption that goods with Xinjiang
links are barred is rebuttable only with documentary evidence tracing input origin, which cannot be produced
without knowing who supplies your suppliers for the inputs concerned.

Is a dedicated platform worth it for a mid-market company?

Often not, at least initially. If the supply base is modest and the existing procurement suite already offers
screening, activating that and adding a data feed is usually the better first step. The case strengthens with supply
base size, regulatory exposure, and the need for an auditable due diligence record.

How should we handle alert volume?
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Decide who triages before you buy, and make expected volume part of the evaluation. Ask what tuning is available
and what comparable customers see. An alert queue nobody works through creates a documented record that the
company was on notice without acting, which is a worse position than not having monitored.

What is the single best question to ask a vendor in this category?

Give them a sample of your own suppliers, including the difficult ones, and ask what the platform returns and
where each answer came from. Everything important about coverage, freshness, entity resolution, and honesty
about inference becomes visible in that one exercise.
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08 Method, sources, and where to go deeper

Method

Regulatory status in section 04 and Table 2 follows primary sources: the European Commission, the
German federal corporate social responsibility portal, United States Customs and Border Protection,
and the Federal Register record of the conflict minerals rule. Law firm analyses were used to
corroborate legal status and are flagged as interested-party-adjacent.

® The treatment of sub-tier mapping in section 05 follows academic work on multi-tier supply
networks rather than vendor descriptions of their own coverage.

e Two widely circulated statistics were checked and are deliberately not repeated. See Caveats.

® Supply Chain Research is independent and vendor-neutral. We accept no payment from the vendors
or categories covered, and this page names no products.

Caveats

e A figure claiming that roughly half of supply chain disruptions originate at tier two or below is widely
attributed to a major consultancy. That attribution does not withstand checking, and the number
appears to originate in an insurer's risk survey. SCR does not cite it.

e Afigure claiming that only a small percentage of companies have visibility beyond tier two circulates
mainly through an uncited vendor press release and cannot be traced to a transparent published
study. SCR does not cite it. No clean public benchmark for sub-tier visibility exists.

e The disruption frequency estimate referenced in section 05 comes from a consultancy that sells
resilience advisory work and is based on an expert survey across four industries. It is cited because its
method is disclosed, and it should be read as an expert estimate rather than a measured frequency.

e Estimates of how many companies remain in scope for the EU directive after amendment vary
substantially between analyses, and no definitive official count has been published. Figures should
be presented as competing estimates.

e Figure 1, Table 1, and Table 2 are structural and status summaries rather than measured research

findings.

Where to go deeper

Readers evaluating the data layer these tools depend on should read the SCR supply chain data platforms
guide. Those whose driver is forced labor or provenance evidence should read the SCR guide to visibility
versus traceability, since the tracing obligation under import controls sits at the intersection of the two
topics. The SCR selection framework covers how to run the evaluation described in section 06, the software
ROI method covers how to argue a case built largely on avoided cost, and readers scoping across categories
should start with the SCR supply chain software category map.

Sources

[1] European Commission. Corporate sustainability due diligence. Primary.

[2] DLA Piper. Omnibus | Directive amending CSRD and CSDDD entering into force, March 2026. Interested-party-adjacent: a
law firm that advises on compliance. Used to corroborate legal status.
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Supply Chain Research is an independent, vendor-neutral research platform for supply chain and technology leaders. We accept no payment
from the vendors or categories covered. This page is analysis, not legal or procurement advice, and its conclusions should be validated against
your own circumstances before any decision.
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